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MICROSOFT ACTIVE DIRECTORY, AZURE AND VM SECURITY

How to turn on virtualization based Graphical Runbook: Azure Web Portal )
security on Windows 10 by enabling allows me to create a workflow for new '
Credential Guard: virtual machine systems. ->

Micrascf Endooin Manager sdmin center

Mew Group

<- Creating a new group

- e using Microsoft Endpoint
- Manager.

File Action View Help
s | m = Hm

T Security Settings Mame Description
7 Account Policies
4 Local Policies
Windows Defender Firewall with Advar,

A Account Policies Password and sccount lockout |
Alocal Policies  Auditing, user rights and securit

Netwert: List Msnager Pelicies Windows Defe.. Windows Defender Firewall with i st
Public Key Policies Metwork List M._. Netweork name, icon and lecatic ) -
Seftware Restiction Policies Babic ey Pk Installing an Azure Web Server on a VM

Application Contiol Policies Software Restri.

8, 1P Security Policies on Local Computer| ) Application Co... Application Control Poicies usin g PowerShell
Advanced Audit Palicy Configuration || 1P Security Poli.. Intemet Protocel Security (Psec '
Advanced Audi.. Advanced Audit Policy (Dr\llgu\

(Screenshot 1). (Screenshot 2).
MMC -> Add snap-in. Local Security Policy:
This allows administrators to set user Configuring the audit account management LGPO (screenshot 1) allows
privileges on local PCs that govern what me to e.g. investigate the security log in Event Viewer (screenshot 2)
users can do and automate if the system which could give an indication to an attempted brute-force attack
should track user activities in an event log. which can be mitigated by implementing MITRE ATT&CK M1036.

MICROSOFT SENTINEL, AZURE AND DEFENDER SECURITY

« DEFENDER EXPLOIT GUARD w [ Windows Defender Exploit Guard « Using Windows Defender Firewall % 8
: Attack Surface Reducti . . L
(SERVERS): GPO Management. AR Advanced Settings to configure a =
e Attack surface reduction B : : F : "t
' n ; new TCP inbound rule in Defender: File €gn mp | 29 [ Hr
Controlled folder access Mewort: Pratection
. “Allow the connection if it is secure. Cod WP Windows Defender Firewall with [T
e Network protection. . ) ) . I Inbound Fules i
Authorize Users and Exceptions. aid  EX Outbound Rules :
thed M Conmection Security Rules &
« DEFENDER Fird » B Manitoring GH
APPLICATION  cnf On
GUARD App &

st tomaine . Lateral movement wsing SMB re.

Browser control -
deployment -
with DISM. = e

Configuring Azure virtual g Addinbound security rule @ Add outbound security rule
machine network firewall )

AT ST A

rules to e.g. allow inbound ** 2 s
traffic from RDP port 3389
to enable technical
support or an outbouNnd - = z .

¢ Monitoring: MS Sentinel to respond to multi-stage incidents involving execution & and
lateral movement using e.g. SMB port 139 for suspicious remote access.

Using the Incident Timeline for remediation steps and the incident activity log to document
security rule: ... — information for each step of the incident to hand over to fellow investigators.

"Denylinternet” allowing - - e« Responding to event classification when an IDS identifies data as benign when, in fact, it is
destination port ranges """ m =— malicious: A false negative does not generate an alert for the analyst and therefore these
with priority 4000 in case - = can be dangerous because the analyst cannot take action. This type of event classification
of a quarantine scenario. == o has the most potential to be a serious event when missed.
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HASH-BASED FILE INTEGRITY VERIFICATION

Using the Linux terminal or PowerShell to find the digits of an MD5, SHA-1
or SHA256 hashed file to ensure files are not corrupt by comparing the

File Edit view Search Terminal Help

glac@gsec_f03:~5 shalsum fopt/snmpcheck/snmpcheck.p
83e60ceaf66096e402295521a3927cc55450bobd Jopt/snmp
alac@asec fo3:~5

giac@gsec_f@3:~5 sha256sum fhome/giac/GSECHashing/GS . ) )
43e864944d6563afb3ba08teddec fFes86c32aad9168c Fbbfbasfe correct files have been decrypted SP 1800-25. SP 1800-26.

file's hash value to a previously calculated value. If these values match,
the file is presumed to be unmodified (reading fingerprints of digital
evidence) (file integrity checking). NIST SP 800-86. This technique can be
used during the remediation stage of a ransomware attack to verify the

AIRODUMP-NG WIRELESS SECURITY

root@slingshot:—# airodump-ng wlan@mon How to use Airodump-ng_to find out with which wireless security
CH 4 ][ Elapsed: @ s ][ 2020-03-02 13:36 algorithm a host with a specific MAC address is connected to its
PWR Beacons #Data, #/s CH MB ENC CIPHER AUTH ESSID access point with.
FC:95:66 20 2 a ] 9 Sde WPAZ CCMP PSK AD Net
:9D: 20 22 3 a8 -] 2 54. WEP NETGEARLS
dobli b oo W L2 ) Sl Match the row of the MAC address to the Probes column:
:6B:69 58 2 (] (] 1 54e. WPAZ CCMP PSK
7:6E:58 51 3 3 1 1 54 . WPA CCMP PSK VITAL E.g. MAC: VITAL.
BSSID STATION PWR Rate  Lost Packets Probes Match the now identified ESSID column to the ENC column:
EO:46:9A:5A:9D:20 B8C:29:37:(6:68:5D 39 e -24 1 38 NETGEARLS
00:24:B2:67:0E:50 FC:DB:B3:DA:21:08 42 0 - 1 2 8 VITAL E.g. VITAL: WPA.

NMAP TO SCAN AND FINGERPRINT OPEN PORTS OR OS DETAILS

B glac@gsec fox -

File Edit View ZSearch Terminal Help
Perform an OS Fingerprinting_nmap placggsec_f03:-§ sudo nmap -0 10.10.10,0/2¢
scan against 10.10.10.5_to find out the

OS details: B glscmgner_fou:~

File Edit WView Search Terminal Help

Starting Mmap 7.60 [ Rttps://nmap.org ) at 2821-85-07 #9104 uTC

Lackg: fo3:-5% do ne -0 19.10.10.5
$ sudo nmap -0 10.10.10.5 e :
starting Nnap T.60 [ hitps: H"‘ev org ) at 2021-05-07 09:07 UTC 5
Wmap scan report for 10.18.10. ssh
Hast | (0.00042s latency).
h2: =h:-:? 595 clo=:d :O::t:) telnet
. . . PORT STATE SERVICE 3 htt
Investigate which ipv4 address and itjics open Fip o Eacthinsoaon
a8/tcp open ttp =
135/tep open  msrpc 5 open microsoft-ds
port show a STATE value of e.g. s/sch sven netblos-san open ipp
wes " n " . MAC Address: BO:0C:29:0E:CEZAE (VMware) open squid-http
filtered" or "open” to display system Device type: general purpose open ms-term-serv

Running: Microsaft Windows 10
0% CPE: cpe:foinlcrosoftiwindows_1

Vu[nerabi“ties: 0% detalls: Microsoft Windows 10 bulld 10074 - 14393 Mmap done: 1 IF address (1 host up) scanned in 0.05 seconds
tietwork Distance: 1 hop
$n map 10.10.10.0/24 05 detection perforned. Plesse report any incorrect results ot hitpsi//onap.org/
: : : sabnit/ .

tnap done: 1 1P address (1 host up) scanned Ln 19.48 seconds
glacggsec_foi:-5 ]

SECURITY TESTING WITH HASHCAT

I glacapgues_girt: ~
File Ed®t View Search Terminal Help
glac@gsec_goli-5 hashcat -m 500 -2 B -0 cracket.txt shadow/home/glac/Passwordas

by b e test for critical system vulnerabilities open to OS credential
hasheat: Lnvalld cptien -- '0°
dumping attacks ID: T1003.002.

Using Hashcat for Linux and Bitcoin wallet hash cracking to security

Invalid argument spectified

alac@gsec_gol:-5 hashcat -n 1800 -a 0 -o cracked.txt shadow/hone/glac /Passwordia
shing/gsecwordlist. tat

hasheat (wé.1.1) starting...

OpencL API (OpenclL 2.0 LINUX) - Platform 1 [Intel(R) Corporaticn)

e T ey e enn e e, e e || Mitigate this dictionary-combinator attack by restricting access to
NTLM MITRE ATT&CK M1028 and implementing user training M1017.

acatable), 4mcy

Minlrum password length supported by kernel: o
Maxinum password length supported by kernel: 256

“td,tv 7 apsarias 021 Detection: monitoring for the "SAM" HKLM key dump being created
Stopped: Fri May 7 09:07:34 2021
pracapec.gori-3 § in the Windows registry. MITRE ATT&CK DS0024
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WINDOWS POWERSHELL ISE TO READ & ANALYSE .INF SECURITY

TEMPLATES

To analyse services and values in Windows Powershell run the command:

Get-Service -Name fdPHost | Select-Object DependentServices (first screenshot).

To find out how settings are configured in a Microsoft security template run the command:

ise \Windows\security\templates\MySecureTemplate.inf (second screenshot).

If the INF file is opened in another tool such as using the MMC, different names and setting formats will be
seen such as Success or Failure auditing policy rather than a numerical assignment.

SNORT IDS TO GENERATE INTRUSION ALERTS BASED ON INCOMING TRAFFIC

B glac@gsec 0k~
File Edit View Search Terminal Help

BEFOT-B0:07: 35179712 16.18,10.235¢ 203
TCP TTL:S4 TOS:0m8 ID:1791
TUAPRSF Seq: BX1B373CCH

— O X

8, 10,18, 7:443

& :urnl’ﬁ(l!-sru:\ configured for policy 8,
9716 10.18,866.18 -> 18.16.18.7
10:62083 I;-L-rn 28 DgaLen: 28

i Wo preprocessors configured for policy @,

9:07: 35179725 16.16,10.232:2602 -> 16.16.18.7:982
TCP TTL:6d TOSz0m0 ID:17518 IpLen:i Doale
“*UAPRSF Seq: Bx1BBTICCR Ack: Ox2ETCOSCT Win: Oxid Teplen: 30 UrgPtr: Bxd

i Wo preprocessors conflgured for policy 8.
9207:35.179731 192.108.60.19:2557 -> 10.10.10.7: 548

: Oxid Teplen: 20 UrgPtr: Oxo

B glac@gsec_fo3: -

File Edit View Search Terminal Help

Packet 1/0 Totals:
Received: 62
Analyzed: 58 ( 86.645%)
Dropped: 8 ( 8.088%)
Filtered: o ( 0.000%)
tutstanding: 12 ( 19.355%)
o

——=

File Edit view Search Terminsl Help
Internal Events: @
TCP Port FLL

Tracked: 2%
uoe Part FLLter
Filtered: o

SHTP Preprocesior Statilstlcs
Total sessions 1 0
Max concurrent sessions i 0

dccrncz nrepro:e.sc Ao._l tics
b

SIP Preprocessor Statistics
Total sessions: @

snork extting
giacpgsec foa:-5 ]

—OX

Injected:
Breakdown by protocol {includes rebullt packets):

Eth: 56 (186.806%)
VLAN: 8 ( 8.088%)
IP4: 41 ( 82.600%)
Frag: o ( 0.000%)
1CHP: 4 ( B8.000%)
uop: 12 ( 24.0808%)
TCP: 25 ( 56.686%)
IPG: 0 ( 0.000%)
IP6 Ext: o ( 0.000%)
IP6 Opts: 8 ( 6.080%)
Frage: o ( 0.000%)
ICMPG: o [ o.000K)
UDP6: 6 ( 6.086%)
TCPG: 8 ( 6.080%)
Teredo: B (B _HEAKY
— —

To generate intrusion alerts with
Snort based on incoming_traffic

this rule can be used.

Automated snort IDS detection
rule: alert tcp any any ->
192.148.1.1/24 80 (content: “/cgi-
bin/test.cgi”;mesg:"Attempted
CGI-BIN Access, Warning!!
Check server role modificaiton.”;

How to investigate what the source IP address or source port of

a host triggering_an alert with a specific SID is.

message:

l cat /var/log/snort/alert
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Investigate the source port of a host triggering a specific alert

Command: sudo snort -c /etc/snort/snort.conf -i etho -A full

Now use the Search button (top left) for what you need.
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HIPS APPLICATION BEHAVIOUR MONITORING

Unapproved Operation - Secusity Pabey Enforced

Unapproved Operation - Security Policy Enforced.

Target: mdSsummer.sxe

0‘0 Path: ci\users downbands\. pmpI0SE31\

*
?\:xw:”,am;n:;‘;umwm : The system that generated this alert should be classified as:
mﬂif’g%,ijhgi:;f}:“:f.::imﬂdm Host-based intrusion prevention. Application behaviour
ki s . L monitoring is a feature of HIPS software where a manufacturer
| = selects a supported application, and records the intended
Dl e les | functionality of the application in normal use. NIST SP 800-94.

Bretartinn b Rt Tne

WIRESHARK FOR NETWORK TRAFFIC MONITORING.
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DETECTING NETWORK ANOMALIES ACCORDING TO THE SYSTEM BASELINE.

CONFIGURATION MANAGEMENT

- I _— . : Monitoring_network traffic (sniffing) T1040 to detect DS0029
e — LB === 3 baseline dependent [RST, ACK] TCP 3-way handshake (transport
layer) packets indicating_failed transmissions. This could be a
piece of evidence for network misconfigurations or an attempted

layer 5 session hijacking_attack ID: T1185.

Mitigation: Data loss prevention M1057 and filter network traffic
M1037.

Detection: Application log monitoring DS0015

data exfiltration indicator xxx

mitigation xxx

Intercepting_ FTP messages (layer 7) to discover unencrypted
passwords inside packets. Adversary-in-the-Middle Attack T1557.
Takes place on the application layer and layer 3 (network layer)

Mitigation: This type of attack be mitigated by decrypting

sensitive network traffic ID: M1041 and segmenting the network
into protected enclaves M1030 (vector-oriented DiD).
Detection: Identify network anomalies DS0029 and Windows
registry key modifications to the DNSClient "EnableMulticast”
DWORD value DS0024.

TCPDUMP TO ANALYSE SAVED PACKETS (.PCAP)

A tcpdump file reading_.pcap recorded

glac@gsec_fo3:-/pcapss 1s

1989.pcap  bluetean.pcap  elephant.pcap pheasants.pcap  woodward.pcap packet data to investigate recorded HTTP
apple.pcap cass_tech.pcap flex.pcap test.pcap zero.peap

beats.peap deleteme.pcap  hackathen.peap thunderbay.peap traffic (Laver 7 Application).
glac@gsec_fo3:-/pcapss tcpdump -r elephant.pcap

reading from file elephant.pcap, link-type EN18MB (Ethernet) H H

18:&9:3-‘-.3@?&36 1P 192.168.?.4?62419 > 5§e?.1:|z.133.1as.hztp: Flags [S], seq 2544572839, win 65535, options [mss 1466,nop,wscale 6,nop This allows me to find out e.g. when a
K,e0l], length @ .

18:09:54.3796827 IP 107.162.133.105.http > 192.168.1.4.62449: Flags [5.], seq 142857004, ack 2544572048, win 4380, optlons [mss 1460,si packet was transmitted, who the host
18:09:54.379877 IP 192.168.1.4.62449 > 187.162.133.105.http: Flags [.], ack 1, win 65535, length & L . . .
18:89:54.379922 IP 192.168.1.4.62449 > 167.162.133.185.http: Flags [P.], seq 1:73, ack 1, win 65535, length 72: HTTP: GET / HTTP/1.1 entities were and if the transmission was

glacggsec_fo3:~/peapss
successful.
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